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Conteudo Programatico
Compreender o que € PenTest

¢ Choque de realidade

Hacker X Ethical Hacker

Tipos de pentesters

Hacking Phases

Tipos de Ataques

Como se preparar para as Certificacdes CEH e Exin

Reconnaissance / Footprinting

Conceitos Gerais
Web Footprinting
Google Hacking
Contra-Medidas

Varreduras

¢ Overview Scanning

Tipos de Scanning (full, half, xmas, fin, null, udp)
Técnicas de evasao de IDS

Banner Grabbing

Scan de Vulnerabilidades

Enumeracéo

System Hacking
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¢ Network Scanning

e Enumeration

¢ Exploiting (1st Method: file Upload)

e Exploiting (2nd Method: LFI & CSRF)

¢ Exploiting (3rd Method: SQL Injection)

e Exploiting (4th Method: RFI)

¢ Exploiting (5th Method: Authenticated File Upload)

Malware Threads

¢ Conceitos sobre Malware
e |gnorar AV com modelos Metaploit e binarios personalizados
¢ Veil-Evasion — Gerando payloads indetectaveis

Sniffing

¢ Conceitos Gerais de Sniffing
MAC Attacks

DHCP Attacks

ARP Poisoning

Spoofing Attacks

DNS Poisoning

Sniffing Tools/Contramedidas

Engenharia Social

¢ Conceitos Gerais

Trabalhando com Java Applet e browser exploits
Conhecendo Tabnabbing

Conhecendo Web Jacking

Conhecendo Credential Harvesting

DoS/DDoS

e DoS Attack Penetration Testing (Part 1)
DoS Attack Penetration Testing (Part 2)
Botnets

Ferramentas DoS/DDoS
Contramedidas

Brute Force

Criando Dicionarios

JTR, Hydra, Meduza

Brute force em Web Servers
Brute force em cenarios reais

Web Server Hacking Concepts

* Injecdo e Quebra de Autenticacao
e Exposi¢cdo de Dados Sensiveis e Entidades Externas de XML (XXE)
e Quebra de Controle de Acessos e Configuracdes de Seguranca Incorretas



¢ Cross-Site Scripting (XSS) e Desserializagao Insegura
e Utilizacdo de Componentes Vulneraveis e Registo e Monitorizacao Insuficiente
e Configurando Web Application Pentest Lab usando Docker

Web Server Hacking Attacks

Exploracdo Manual SQL Injection Step by Step
XSS Exploitation

XXE (XML external entity) injection

Remote & Local File Include (RFI & LFI)

Web Challenge

Metasploit Framework

¢ Metasploit — Conceitos Gerais

e Network Scan, Exploiting Port 21 FTP (Hydra), VSFTPD 2.3.4, Port 22 SSH, Bruteforce Port 22
SSH (RSA Method)

e Exploiting port 23 TELNET (Credential Capture), TELNET (Bruteforce), Port 25 SMTP User
Enumeration, Port 80 (PHP), Port 139 & 445 (Samba)

e Exploiting Port 8080 (Java), Port 5432 (PostgreSQL), Port 6667 (UnreallRCD), Port 36255,
Remote Login Exploitation

¢ Remote Shell Exploitation, Exploiting Port 8787, Bindshell, Exploiting Port 5900 (VNC)

e Access Port 2121 (ProFTPD), Exploiting Port 8180 (Apache Tomcat), Privilege Escalation via
NFS, Exploiting Port 3306 (MySQL)

e Armitage
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